TEMPERATURE SCREENING SOLUTION
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INTRODUCTION
Hikvision takes its responsibilities as they relate to information security and data protection, very seriously. We
are constantly working to expand our knowledge and experience from a GDPR and information security
perspective, so that we can provide professional and customized products and solutions which promote
privacy and data protection.
This document describes at a high level the GDPR considerations for Hikvision’s temperature screening
solution.
More detailed information about Hikvision’s solution can be found via this link.

GDPR
Privacy within Europe is addressed according to the GDPR. The GDPR:

-

is an EU regulation to protect personal data of individuals;
requires technical and organizational security measures that account for “state-ofthe art” to ensure a level of security appropriate to the risk;
applies to: (i) all organizations established in the EEA/UK; and (ii) organizations
outside the EEA/UK processing personal data, if this relates to the offering of
goods / services to, or the monitoring of, individuals in the EEA/UK;
requires companies to document compliance and report data breaches within 72
hours after detection;

Failure to comply with the requirements under the GDPR can result in administrative fines up to €20 million or 4% of
annual revenue, whichever is higher.
Personal data means any information relating to an identified or identifiable natural person (data subject) [Article 4];
Processing means any operation or set of operations performed on personal data or on sets of personal data,
whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation
or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction [Article 4].
Personal Data should be:
• processed lawfully, fairly and in a transparent manner in relation to the data subject;
• collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes;
• adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
• accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or
rectified without delay;
• kept in a form which permits identification of data subjects for no longer than is necessary for the purposes
for which the personal data are processed (‘storage minimization’;
• processed in a manner that ensures appropriate security of the personal data
(‘integrity and confidentiality’) [Article 5].
A controller must be able to demonstrate compliance with the above principles (accountability).
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The temperature of an individual alone is not considered “personal data”.
However, if the temperature is used in combination with other “personal data”, such as facial recognition data, or if
temperature data is stored and linked to other personal data in an IT system/database, then it becomes “personal
data”. In those circumstances, the processing of the temperature data would need to comply with the requirements
of the GDPR. (see chart below)

PRIVACY CONSIDERATIONS
When using temperature screening solution it’s advisable for customers to:
-

inform the persons, before they enter the building/location that their temperature will be measured and
inform them about the follow-up procedure – this is a requirement under the GDPR;
Communicate clearly, preferably in advance, about the consequences of the follow-up procedure if their
temperature exceeds a threshold – this is a requirement under the GDPR;
Proactively monitor and review guidance from relevant data protection authorities.

Please note that as the GDPR guidance from European DPAs on carrying out temperature screening is developing
rapidly and can vary significantly from country to country, the GDPR position should always be checked first with
Legal.

CONCLUSION
This document provides initial guidance for privacy discussions about Hikvision’s Temperature Screening
solution. It is designed to reassure privacy concerns of customers/installers.
This document is NOT an official legal document. Please consult with our legal department about specific
questions.

For questions about GDPR please contact:
Email: fred.streefland@hikvision.com

